NocTaHoBneHue MpaButenbcTtBa PP ot 17.11.2007 N 781 "O6 yTBepxxaeHuu
MonoxeHus o6 obecnevyeHun 6€30NaACHOCTU NEPCOHANLHbLIX AAHHbLIX NPU UX

06paboTke B MHPOPMALIMOHHbLIX CUCTEMAX NEPCOHANbHbIX AAHHbIX"
YTBEPXKAOEHO

MocTaHoBneHnem lNpaBuTtenbcTea
Poccunckon degepaunm
oT 17 Hos16pa 2007 r. N 781

NOJNTOXEHUE
Ob OBECTEYEHUN BE3ONACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU NX
OBPABOTKE B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

1. Hactosawee T[lonoxeHne ycTaHaBnuMBaeT TpeboBaHuMss K obecneveHuto
6e30nacHOCTM NepCoHarnbHbIX AaHHbLIX NPU NX 06paboTke B MH(POPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, NPeACTaBnALWMX CO60N COBOKYMHOCTb NEPCOHANbHbIX AaHHbIX,
coaepxalumxca B 6asax gaHHbIX, a Takke MHPOPMALMOHHBLIX TEXHOMOMMA N TEXHUYECKNX
CpencTB, MNO3BONSIOLWMX OCYLECTBNATL 006paboTKy Takumx MNepcoHarnbHbIX AaHHbIX C
ncnonb3oBaHMEM CpeacTB aBToMaTU3aumn (ganee - MHPOPMaLUMOHHbIE CUCTEMDI).

Mog TexHuMyeckMMmn cpencTBamu, MO3BONSAOWMMN  OCYLLECTBNATL 06paboTky
nepcoHasnbHbiX  [aHHbIX, MNOHMMAKTCSA  CPeacTBa  BbIMMCIUTENBHOM  TEXHUKW,
MHOPMALNOHHO-BbIYMCNIUTENBHBLIE KOMIMIEKCHI U CETU, CPEACTBA U CUCTEMbI Nepeaayn,
npuema n 06paboTKM MNepcoHanbHbiX AaHHbIX (CpeacTBa M CUCTEMbl 3BYKO3amnucH,
3BYKOYCUIEHNS, 3BYKOBOCNPOU3BEAEHNSA, NEPErOBOPHbIE U TENEBU3NOHHbBIE YCTPOWNCTRA,
CpeAcTBa M3roTOBNEHUS, TUPAXMPOBAHUSA OOKYMEHTOB U ApYyrne TeXHU4YecKkne cpeacTtsa
obpaboTkn peyeBon, rpadmyeckon, BuAeO- U OYKBEHHO-UMPOBOM MHOPMaLMK),
nporpaMmHble cpeacTBa (OnepaumMoHHbleE CUCTEMbI, CUCTEMbI ynpasreHust Gasammu
AaHHbIX U T.N.), CPEACTBa 3alMTbl MHGPOPMALMK, NPUMEHAEMbIE B UH(POPMALNOHHbBIX
cucTemax.

2. besonacHocTb nepcoHanbHbiX AaHHbIX [OCTUraeTca MNyTeEM  MUCKMYeHUs
HEeCaHKUMOHNUPOBAHHOIO, B TOM YMCME CIy4yanHOro, AOCTyna K NepCoHanbHbIM AaHHbIM,
pe3ynbTaTtoM KOTOPOro MOXET CTaTb YHUYTOXEHMEe, W3MeHeHue, OnoknpoBaHue,
KONMMpoBaHWEe,  pacrnpoCTpaHEHME  MNEepPCOHanbHbIX  OaHHbIX, a TakKKe  MHbIX
HEeCaHKLMOHNPOBAHHbLIX AENCTBUN.

Be3onacHOCTb nepcoHanbHbIX AaHHbIX Npy nx 0b6paboTke B MHAOPMALMOHHBIX
cuctemax obecnevmBaeTcsi C MOMOLLLI CUCTEMbl 3alMTbl MEPCOHAanNbHbIX AaHHbIX,
BKMNIOYAOLLEN OpraHM3aLMoHHbIE MepPbl N CpeacTBa 3alnTbl MHopmaumm (B TOM Ynucne
wngpoBanbHble  (KpunTorpaduyeckMe) cpeactsa, cpeacrtea  npegoTBpalleHus
HECaHKUMOHUPOBAHHOIO A0CTyna, YTeYkM WHopMauunm MO TEXHUYECKMM KaHanam,
NPOrpaMMHO-TEXHUYECKUX BO3OENCTBUA Ha TexHuM4eckne cpeactBa o06paboTku
nepcoHanbHbiX AaHHbIX), a TaKke WCMNonb3yemble B WH(OPMAUMOHHOW cUcTeme
WH(POPMALMNOHHbIE TEXHOMNOrmn. TexHu4eckme Wu nporpamMMHble CpencTBa AOSKHbI
yOOBNETBOPSATb YCTaHaBNMBaeMbIM B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuinckon
depepaumm TpeboBaHusAM, obecneunBaoLMM 3awmTy MHGPOPMaLUN.

[na obGecneyeHnss 6e30MacHOCTM MEpPCOHanbHbIX OaHHbIX NMpuM ux obpaboTke B
WH(POPMALMOHHBIX CUCTEMAX OCYLLUECTBNAETCA 3aluTa pedeBor MHdopMauMm U
nHdopmMmauumn, obpabaTbiBaeMON TEXHMYECKMMWU CpeAcTBaMM, a Takke WHdopmauum,
npeactaBneHHon B Buae WHAOPMATMBHBIX 3MEKTPUYECKMX CUrHAnoB, ¢U3NYECKNX
nonemn, HocuTenem Ha GymMakHOW, MarHUTHOW, MarHUTHO-ONTUYECKON U MHOW OCHOBE.

3. MeTtogbl 1 cnocobbl 3awmTbl MHGOPMaUMM B MHEAOPMALMOHHBLIX CUCTEMaXx
ycTaHaBnmBatoTca ®egepanbHOm Cnyx6om No TEXHNYECKOMY U SKCMOPTHOMY KOHTPOSO U
depnepanbHon cnyxbon 6esonacHoctn Poccuiickon ®Pepepaumm B npegenax  umx
NOJSTHOMOYNNA.

[ocTaTo4HOCTb MPUHATBIX Mep no obecnevyeHnto 6Ge30MacHOCTM MEePCOHarbHbIX
AaHHbIX Npu KX o06paboTke B WMHEMOPMAUMOHHBLIX CUCTEMAxX OLEHMBAETCs npu
npoBeaEeHMM rOCYAapCTBEHHOIO KOHTPOMA 1 Haa3opa.
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4. Pabotbl no obecneyeHnto 6e30MaCHOCTU MEPCOHArNbHbIX AaHHbIX NPU  UX
00paboTke B MH(POPMALMOHHBIX CUCTEMAX SBMATCA HEOTbEMIIEMOW YacTbio paboT Mo
CO34aHUI0 MH(POPMALIMOHHBIX CUCTEM.

5. CpeactBa 3awmTbl MHOPMaUnn, NpUMeHaeMble B MHPOPMALMOHHbIX CUCTEMaX,
B YCTAHOBJIEHHOM NOPSAAKE NPOXOAAT NpoLeaypy OLEHKN COOTBETCTBUS.

6. MHdopMaunoHHbIE CUCTEMBI KITacCUULMPYOTCA rocyaapCTBEHHBIMU OpraHamu,
MYHAUMNANbHbIMKM ~ OpraHamu,  LpUANYECKUMU UK PU3NYECKMMW  fvLaMu,
OpraHMsylLwuMn n (MnNn) OCyLLECTBAIOWMMNU 00paboTKy nepcoHanbHbIX [aHHbIX, a
TaKke onpeaensauwmMmMmn Lenm n cogepxaHne obpaboTkm nepcoHanbHbIX AaHHbIX (ganee
- onepaTop), B 3aBMCUMOCTU OT ob6beMa obpabaTbiBaeMbIX UMW NEPCOHANbHbIX AaHHbIX
n yrpo3 6e30MacHOCTU >KU3HEHHO BaXHbIM MWHTEpecaM JnU4HOCTK, obwecTBa WU
rocygapcrsa.

Mopsimok npoBeaeHust Knaccudumkaumm NHPOPMALMOHHBIX cucTem
yCTaHaBnnBaeTcs CoBMeCTHO PefeparnbHon crnyxbon No TEXHNYECKOMY U 3KCMOPTHOMY
KoHTponto, PepepancHon cnyxbon ©GesonacHoctn Poccunckon degepaumm 1
MWHUCTEPCTBOM MH(POPMALIMOHHBIX TeXHONOrMM 1 cBasmn Poccunckon ®egepauun.

7. OBbMeH nepcoHanbHbIMXU AaHHbIMKM NpU uX 0bpaboTke B WMH(OPMAaLMOHHBIX
cYCTeMax OCyLLEeCTBISIeTCA NO KaHanam CBA3N, 3almta KoTopbix obecneynBaeTcsa nytem
peanu3auun COOTBETCTBYIOLUMX OPraHU3aumMoHHbIX Mep W (M) nyTeM MpUMEHEHMUS
TEXHUYECKNX CPEeaCTB.

8. PasmelleHne nHopMauUmOoHHbIX CUCTEM, crieumanbHoe o6opyaoBaHMe M oxpaHa
nomeLLeHnn, B KOTOPbIX BedeTcs paboTa C nepcoHaribHbIMU OaHHbIMW, OpraHuM3aLums
pexuma obecneyeHns ©e30MacHOCTUM B 3TMX MOMELLEHMAX OOMKHbl obecneynBaTtb
COXPaHHOCTb HOCUTEeNen NepCcoHarnbHbIX OAaHHbIX U CPEeACTB 3awuTbl MHopmauun, a
TaKkKe MCKMoYaTb BO3MOXHOCTb HEKOHTPONMPYEMOro NPOHUKHOBEHUSA Unu npebbiBaHNS
B 3TUX NOMELLEHUAX NOCTOPOHHUX NNL,.

9. Bo3MOXHble KaHamnbl yTeuyku uHdopMaumm npu obpaboTke nepcoHarbHbIX
AaHHbIX B MHGOPMALMOHHBIX cuctemax onpegenstoTca PepepanbHonm cnyxbonm no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTpono u ®degepansHon cnyxbon 6GesonacHOCTU
Poccuinckon ®enepaunn B npegenax nx nosIHOMOYUN.

10. besonacHOCTb NepcoHanbHbIX AaHHbIX NpyY UX 0bpaboTke B MH(OPMaLMOHHOMN
cucteme obecneynBaeT onepatop WM NUMLO, KOTOPOMY Ha OCHOBaHWW [OroBopa
onepatop nopy4aet o6paboTKy nepcoHanbHbiX OaHHbIX (Qanee - YNoSIHOMOYEHHOEe
nmuo). CywecTBeHHbIM YCNOBMEM J0roBopa ABnsieTcss 06893aHHOCTb YMOMHOMOYEHHOMO
nmua obecneunTtb KOHUOEHUMANbHOCTb MEPCOHarnbHbIX AaHHbIX W 6e30macHOCTb
nepcoHarnbHbIX AaHHbIX Npy X 0bpaboTke B HPOPMALMOHHON CUCTEME.

11. MNpun obpaboTke nepcoHanbHbIX aHHbIX B MHOPMALNOHHOW CUCTEME AOSMKHO
ObITb 0BecneyeHo:

a) npoBedeHWe  MeponpuUsTU,  HanpaBlieHHbIX Ha  NpefoTBpalleHue
HEeCaHKUMOHMPOBAHHOMO JOCTYNa K NepCoHarnbHbIM JAaHHbIM U (MNK) nepegayun ux nuuam,
He MMerLUM npaBa 4oCTyna K Takon MHopMaumm;

6) cBoeBpemMeHHoe OOHapyXeHne ¢aKTOB HEeCaHKLMOHMPOBAHHOIO JocTyna K
nepcoHarnbHbIM JaHHbIM;

B) HegonyweHne BO3AENCTBUS Ha TEXHUYECKue cpeacTBa aBTOMaTM3MPOBAHHOM
06paboTKn NepcoHarnbHbIX AaHHbIX, B pe3ynbTaTte KOTOPOro MoOXeT OblTb HapyLIEHO UX
PYHKUMOHNPOBAHWME;

r) BO3MOXHOCTb He3aMeaIMTENbHOro BOCCTAHOBIEHUSI MEPCOHAarbHbIX AaHHbIX,
MOANMULMPOBAHHbBIX UM YHUYTOXEHHbLIX BCNEACTBUE HECaHKLMOHMPOBAHHOIO AOCTyna
K HAM;

[1) NOCTOSIHHBIV KOHTPOSb 3a ob6ecneyYeHnem ypoBHSA 3aLLMLLEHHOCTM NEPCOHANbHbIX
AaHHbIX.

12. Meponpuatms no obecneyeHnto 6€30NacHOCTN NEPCOHANbHbIX AaHHbIX NPU KX
obpaboTke B MHHOPMALMOHHBIX CUCTEMAX BKITOYaOT B cebsi:

a) onpegeneHve yrpo3 6e30MacHOCTU NepPCOHarnbHbIX AaHHbIX Npy Mx ob6paboTke,
hopMMpOBaHME Ha X OCHOBE MOLENM Yrpos;

6) pa3paboTKy Ha OCHOBE MOAENN YrpO3 CUCTEMbI 3aLLMTbl NEPCOHArNbHbIX AAHHbIX,
obecneynBaroLLen HenTpanuaaumio npegnonaraemMbiX yrpo3 ¢ UCNoNb30BaHWEM METOA0B



1 cnocoboB 3alnTbl NePCOHanbHbIX AaHHbIX, NPESYCMOTPEHHbIX 45151 COOTBETCTBYHOLLENO
Knacca MHPOPMaLMOHHbIX CUCTEM;

B) MpPOBEpPKy TFOTOBHOCTM CPEACTB 3aluTbl WUH(OPMAaUUM K WUCMOSNb30BaHUIO C
COCTaBMeHNEeM 3aKnioYeHUN O BO3MOXHOCTM X IKCNnyaTaumu;

r) YCTaHOBKY W BBOA B 3KCMfyaTauuio CpeacTB 3awuTbl UHopmauun B
COOTBETCTBUM C SKCMNyaTaLuNOHHOW U TEXHUYECKOW AOKYyMeHTauuneu;

A) obyyeHune nuu, MCNonb3yLWMX CpeacTa 3alnTbl MHGOPMALMK, NPUMEHSIEMbIE
B MH(POPMALMOHHBIX cucTeMax, npasunam paboTbl C HUMMU;

€) ydyeT MNpUMEHSIEMbIX CPEACTB 3aliMTbl MHAOPMAaLMK, 3IKCNyaTauMOHHON WU
TEXHUYECKON JOKYMEHTaUMn K HUM, HOCUTENen NepCoHanbHbIX AaHHbIX;

X) yyYyeT nuy, [ONyweHHbIX K paboTte € nepcoHanbHbiMM  AaHHbIMKM B
MHGOPMaLNOHHOW CUCTEME;

3) KOHTpONb 3a CcOOMAEHNEM YCMOBUM MWCMNOMb30BaHNA CPeacTB  3alluThbl
nHdopMauumn, NpesyCMOTPEHHbIX 3KCMNSTyaTaUMOHHON N TEXHUYECKOW LJOKYMEHTaunewn,;

n) pasbupaTenbCTBO W COCTaBiEHME 3aKkrYeHun no aktam HecobnogeHus
YCIOBUN XpaHEHWs HOcUTenen nepcoHasribHbiX AaHHbIX, WCMOMNb30BaHUSA CPEeACTB
3aWnTbl MHPOPMaLMN, KOTOPbIE MOTYT NMPUBECTU K HapYLUEHUIO KOHMMAEHUMANbHOCTH
nepcoHasnbHbIX AaHHbIX WX APYTMM HapyLIeHUSM, NPUBOLSALUUM K CHUKEHUIO YPOBHS
3aLUMULLEHHOCTN  NEepCcoHasnbHbIX  AaHHbIX, pas3paboTky W NpuHATME Mep Mo
npegoTBpaLLEeHNIO BO3MOXHbIX ONACHbIX NOCNeACTBUIA NOAOOHbIX HApyLUEHWIA;

K) OnncaHne CMCTEMbI 3aLMTbl NEPCOHaNbHbIX AAHHbIX.

13. [Ona pas3paboTkM W OCYLIECTBMEHUA MeponpuatTMi no obecnevyeHuto
6e30nacHOCTM NepcoHanbHbIX AaHHbIX NpU nx obpaboTke B MHPOPMALMOHHOM cucteme
onepatopoM UMM YNOSIHOMOYEHHbIM  FIMLUOM MOXET HasHayaTbCA CTPYKTYpHOEe
nogpasgeneHne unu OosMKHOCTHoe nuuo (paboTHMK), OTBETCTBEHHbIE 3a obecneveHne
6e3onacHOCTM NepcoHarbHbIX AaHHbIX.

14. Jlvuya, [OCTYN KOTOPbIX K MNEepcoHanbHbIM AaHHbIM, obpabaTbiBaeMbiM B
MHOPMALMOHHOM CcUCTEME, Heobxoaum Ansi BbINOSHEHUSA CRYXEOHbIX (TPyOoBbIX)
o6a3aHHOCTEN, [oMycKalTCs K COOTBETCTBYIOLIMM MEPCOHarnbHbIM  AaHHBbIM  Ha
OCHOBaHWUW CNUCKa, YTBEPXKOEHHOIO ONepaTopoM Un YNoSTHOMOYEHHbLIM JTULIOM.

15. 3anpocbl nonb3oBaTtenen WHPOPMALMOHHOM CUCTEMbI Ha MOMyYeHue
nepcoHanbHbIX AaHHbIX, BKIOYas NnL, yKasaHHbIX B MyHKTE 14 HacTosiwero NonoxeHus,
a Takke akTbl NpefoCTaBneHUsi NepCOHalnbHbIX [AaHHbIX MO 3TUM  3anpocam
PErmcTpUpyroTC aBTOMaTM3MPOBaHHbIMU CpeacTBaMy WH(OPMALMOHHOW CUCTEMbI B
3MEKTPOHHOM XXypHane obpalieHnn. Coaep)kaHue 3NeKTPOHHOro XypHana obpalleHun
nepnogn4eckm nposepsieTcs COOTBETCTBYHOLNMM AOMKHOCTHBIMM nmuamu
(paboTHUKamMu) onepaTtopa UnNu ynosIHOMOYEHHOrO nmua.

16. lMpn obGHapyxeHUn HapyleHUn nopsgka npefocTaBfeHns nepcoHanbHbIX
AaHHbIX onepaTop WM YNOMHOMOYEHHOE NUUO He3aMeanuTenbHO NPUOCTaHaBNUBAOT
npegocTaBfieHne nepcoHarbHbIX AaHHbIX NOMb3oBaTeENAM MHAPOPMAUMOHHOW CUCTEMDI
A0 BbISIBNEHNS MPUYNH HAPYLLUEHWIA U YCTPAHEHNST 3TUX MPUYMH.

17. Peanusaumsa TtpeboBaHum no obecneyeHuto 6GesonacHocTM uHgopmaunn B
CpeAcTBax 3alumTbl MHOPMALMKM BO3NnaraeTcs Ha nx pa3paboTymKoB.

B oTHOweHun paspaboTaHHbIX LWKMdPOBanbHbIX (KpUnTorpaguyecknx) cpencts
3aWwmnTbl  MHGOpMauMK, npegHasHaveHHbIX Ons  obecneyeHns  6e30nmacHOCTU
nepcoHasnbHbIX AaHHbIX NpY ux 06paboTke B MHAPOPMALMOHHBLIX CUCTEMAX, NPOBOAATCS
TeMaTuyeckme MccrneaoBaHUsi U KOHTPOSbHbIE TeMaTuyeckue WUccrnenoBaHust B LIENsx
npoBepKkn BbINOMNHEHUs TpebosaHun no 6esonacHoCTM UHopmauun. pu atom nop
TEMaTUYEeCKUMM  UCCREeAOBaHUSIMM  MOHMMAKOTCA  KpunTorpaduyeckme, MWHXeHepHo-
Kpyntorpaduyeckme n cneyunanbHble UCCReAoBaHUsS CPeAcTB 3alimTbl MHGOPMaLMK U
crneumanbHble paboTbl C TEXHUYECKMMWU CpeacTBamMu MHOPMALMOHHBIX CUCTEM, a MOoA
KOHTPOSbHbIMM  TEMATUYECKUMU  UCCNEOOoBaHUSMU - NEepuogudeckm npoBOAMMbIE
TemaTuyeckue uccnegoBaHus.

KOHKpeTHble CpOKM NPOBEAEHUSA KOHTPOSIbHbIX TeMaTU4EeCKUX uccnegoBaHui
onpeaenstoTca ®enepansHon cnyxoon 6esonacHocTn Poccuickon epepaumm.

18. PesynbTatbl OLEHKM COOTBETCTBMA W (MNU) TemMaTU4ecKUx wuccrnenoBaHum
CPEeACTB 3alWuTbl WMHOpMauuK, npeaHasHayeHHbIXx Ang obecrneyeHns 6Ge3onacHOCTU
nepcoHarnbHbIX AaHHbIX Npy X 06paboTke B MHPOPMALMOHHBIX CUCTEMAX, OLLEHNBAKOTCA
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B XO4e 93KCnepTu3bl, ocyllectBnsgemon PegepanbHonm Cnyx60Mm MO TEXHUYECKOMY W
3KCNOPTHOMY KOHTponto un  degepanbHonm cnyxbon 6esonacHocTn  Poccuinckon
depepaumm B npegenax nx nosIHOMOYNNA.

19. K cpegctBam 3awmtbl MHOpMauun, npefHasHadeHHbIM Ans obecneyeHuns
6e30nacHOCTM NepCoHanbHbIX AaHHbIX Npu ux obpaboTke B MHPOPMALMOHHBLIX
cucTemax, npunaratlTcs npasurna nofnb3oBaHUA 3TUMKU CpeacTBaMu, COrflacoBaHHbIE C
depepanbHon cnyxbom No TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto n degepanbHom
cnyx6on 6esonacHocT Poccunckon degepaumm B npegenax nx nosIHOMOYnN.

M3meHeHne  ycnosum NPUMEHEHNS CpeacTB  3awuTbl NHpopmauuu,
npeaycMOTPEHHbIX yKa3aHHbIMU NpaBuiaMu, CornacoBbIBaeTCs ¢ 3TUMK doeaeparnbHbIMN
opraHamu UCMONHUTENbHOW BNacTu B Npeaenax ux nosiHOMOYUNn.

20. CpegctBa 3awmTbl WMHOpMauuwn, npeaHasHayeHHble aAna obecneyeHus
6e3o0nacHOCTM MepcoHanbHbIX AaHHbIX Npy Mx o0bpaboTke B WH(POPMALMOHHBIX
cucTemax, nognexarT y4eTy ¢ UCNoNb30BaHMeM MHOEKCOB UMK YCIOBHbIX HAMEHOBaHWN
N PperncTpaunoHHbiXx HOMepoB. [lepevyeHb WHAEKCOB, YCMOBHbIX HaMMEHOBaHUNA U
perncTpaunoHHbIX HomepoB onpeaendetTca defepanbHON Cny>X60M N0 TEXHUYECKOMY U
3KCNOPTHOMY KOHTporto u  degepanbHon cnyxbon 6GesonacHoctn Poccuinckon
depepaumm B npegeniax nx NosHOMOYNUN.

21. OcobeHHoCTN pa3paboTkn, NPOU3BOACTBA, peanu3auuMmM W 3KchyaTauun
wndppoBanbHbiXx  (Kpuntorpadpudecknx)  Cpeacts  3awuTbl nHdopmMauum n
npegocTaBneHnsa ycnyr no WudpoBaHM0 NepcoHanbHbIX AaHHbIX Npu nx obpaboTke B
MHOPMAaLMOHHBLIX CUCTEMAX YycTaHaBnueatoTca denepanbHon cnyxbon 6esonacHocTn
Poccuinckon ®epepaumn.
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